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ngrep –i password tcp port 25



Short Timeline Of Events
(Very short!)



January 1999: RFC 2487 
SMTP Service Extension for 

Secure SMTP over TLS

February 2002: RFC 3207 
SMTP Service Extension for Secure 
SMTP over Transport Layer Security



S: <waits for connection on TCP port 25>
C: <opens connection>
S: 220 mail.example.org SMTP service ready
C: EHLO mail.example.com
S: 250-mail.example.org Hi there. No spam, plz.
S: 250 STARTTLS
C: STARTTLS
S: 220 Go ahead
C: <starts TLS negotiation>
C & S: <negotiate a TLS session>
C & S: <transmit data>

Mail server exchange

Received: from mail.example.com 
([172.16.16.16])  by mail.isp.com with
ESMTP/TLS/DHE-RSA-AES256-SHA; 10 

Jul 2015 16:45:35 +0200

Mailheader received



https://starttls.info/

Made by @einaros!
Tweet him a «thank you!»













Google Transparency Report

http://www.google.com/transparencyreport/saferemail/?hl=en



THANK YOU!

@j4cob
@csoghoian



Challenges with RFC 3207
Short version: Opportunistic encryption. Use if available.





In the second instance, Golden Frog shows 
that a wireless broadband Internet access 

provider is interfering with its users’ ability to 
encrypt their SMTP email traffic. This 

broadband provider is overwriting the content 
of users’ communications and actively 

blocking STARTTLS encryption. This is a man-
in-the-middle attack that prevents customers 
from using the applications of their choosing 
and directly prevents users from protecting 

their privacy.

https://www.techdirt.com/blog/netneutrality/articles/20141012/063
44928801/revealed-isps-already-violating-net-neutrality-to-block-

encryption-make-everyone-less-safe-online.shtml



One step ahead: EFF – STARTTLS Everywhere

https://github.com/EFForg/starttls-everywhere

Central database with info on who supports STARTTLS, 
enabling a (somewhat) scalable enforced use of

STARTTLS.



Other Challenges

• Secure IMAP *requires* RC4 support, to be RFC compliant

• POP / IMAP available «everywhere» unencrypted

• POP / IMAP can use STARTTLS or SSL/TLS

• Challenge: 
• Automate addition of pop/imap to the Mozilla list

• Check all those servers for port & encryption support

• Grade, name & shame?



So, what do we do now?









DNSSEC + DANE TLSA

• TLD uses DNSSEC
• Your DNS provider uses DNSSEC

• Signs your domain

• You create a certificate for your mailserver (Let’s Encrypt!)

• You put info on your certificate into your signed DNS

• Server X look up your DNSSEC info

• Server X look up your DANE TLSA record

• Server X uses that cert info to encrypt mail to your mailserver



















Keystroke Dynamics
Tracking the human, not the browser, computer or network.





Behavioral Biometrics – For Good & Bad

Good

• «Invisible» 2FA

• Identifies humans, not tech

• Does not require login

• Keystroke, mouse & touch

• Biometric profile generation by 
enrollment or through «normal 
use»

• Continous authentication

Bad

See left column.



Image source: Behaviosec.com



Free download: http://www.epaymentbiometrics.ensicaen.fr/publications/resources
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